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3.2. Course description
	Generic information

	Head of Course
	Boris Svilicic

	Course
	Maritime Cyber Security

	Study Programme 
	Marine Electronic Engineering and Information Technology

	Level
	Graduate

	Type of Course
	Obligatory

	Year of Study
	5th
	
	

	Estimated Student Workload and Methods of Instruction
	ECTS coefficient of Student Workload
	5

	
	Number of Hours (L+E+S)
	2+2


	1. GENERAL COURSE DESCRIPTION


	1.1. Course Objectives

	The objective of this course is to familiarize students with cyber risks related to maritime systems on the basis of the guidelines of the International Maritime Organisation (IMO MSC Guidelines on Maritime Cyber Risk Management). The term maritime systems includes: ship bridge navigation and communications systems (ECDIS, ARPA, AIS...), propulsion and machineries (control, monitoring and alarm systems for the driver, shaft, gear, propeller...), power generation and distribution (control, monitoring and alarm systems for the engine, turbine, generator...), cargo management systems (control, monitoring and alarm systems for the cargo pumps, valve...), access control systems (surveillance systems, CCTV systems, electronic personnel-on-board systems, shipboard security alarm systems...), passenger servicing and management systems (boarding and access control, property management, electronic health records, flooding detection systems...), vessel traffic management and information system (VTMIS)... The course is focused on the detection and prevention of potential cyber risks that are specific to the cyber maritime systems, in order to develop new systems with higher cyber security level. 

	1.2. Prerequisites for Course Registration

	-

	1.3. Expected Learning Outcomes 

	General knowledge acquisition in the multidisciplinary domain of recognition and management of cyber risks that are specific for the maritime systems. Specific knowledge and skills acquisition for cyber security improvement and enhancement of the maritime systems.

	1.4. Course Outline

	IMO MSC guidelines on maritime cyber risk management. Cyber risks of the maritime systems. Analysis and classification of cyber threats and vulnerabilities. Mechanism and measures for cyber risks management. Security policies. Identification and authorization. Physical security. Fail-over systems and redundant architectures. Data encryption. Privacy protection. Malicious code detection. Intrusion detection system. Cyber security testing. Procedure for recognizing the signs of cyber risks exploitation. Cyber risk assessment of the maritime systems.

	1.5. Modes of Instruction 
	 FORMCHECKBOX 
 Lectures
 FORMCHECKBOX 
 Seminars and workshops  

 FORMCHECKBOX 
 Exercises  

 FORMCHECKBOX 
 E-learning
 FORMCHECKBOX 
 Field work
	 FORMCHECKBOX 
 Practical work  
 FORMCHECKBOX 
 Multimedia and Network  

 FORMCHECKBOX 
 Laboratory
 FORMCHECKBOX 
 Mentorship
 FORMCHECKBOX 
 Other _______________

	1.6. Comments
	

	1.7. Student Obligations 

	Regular class attendance (all students are expected to abide by the class attendance policy set forth by the Faculty of Maritime Studies), and passed course work (achievement tests pass grade). A min of 35 credits.

	1.8. Assessment1 of Learning Outcomes

	Course attendance
	1
	Class participation
	1
	Seminar paper
	
	Experiment
	

	Written exam
	1
	Oral exam
	1
	Essay
	
	Research
	

	Project
	
	Continuous Assessment
	1
	Presentation
	
	Practical work
	

	Portfolio
	
	
	
	
	
	
	

	1.9. Assessment of Learning Outcomes and Examples of Evaluation during Classes and on the Final Exam 

	      Assessment of learning outcomes: 

· During the classes by collecting 70 credits through the first colloquium (27 credits), second colloquium (27 credits), laboratory work (16 credits); 

· On the final exam by collecting additional 30 credits.

Examples of Evaluation:

1. Define ship operational and information technologies.

2. Define shipboard critical systems and assets.

3. Explain maritime cyber security regulations and standards.
4. Explain working principles of basic attack techniques.

5. Explain working principles of the firewall. 

6. Explain working principles of the anti-virus protection. 

7. Explain working principles of the data cryptography. 

8. Explain working principles of the VPN. 
9. Explain working principles of the cyber security testing. 
10. Explain procedure for recognition of cyber incidents. 

	1.1. Main Reading

	Lecture materials.

	1.2. Recommended Reading

	- M. Egan, T. Mather. "The Executive Guide to Information Security: Threats, Challenges, and Solutions", Addison – Wesly, 2004.
- Svilicic, B., Kamahara, J., Rooks, M., Yano, Y. (2019). Maritime Cyber Risk Management: An Experimental Ship Assessment. Journal of Navigation, in press (https://doi.org/10.1017/S0373463318001157).

	1.3.  Number of Main Reading Examples

	Title 
	Number of examples
	Number of students

	Lecture materials
	web
	13

	M. Egan, T. Mather. "The Executive Guide to Information Security: Threats, Challenges, and Solutions", Addison – Wesly, 2004.
	1
	13

	Svilicic, B., et al (2019). Maritime Cyber Risk Management: An Experimental Ship Assessment. Journal of Navigation
	1
	13

	1.4. Quality Assurance

	Internal: student feedback at the end of academic year and the course review by the head of course at the end of academic year.

External: Program quality review carried by the QA Agency.
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1   NOTE: Name the proportion of ECTS credits for each activity so that the total number of ECTS credits is equal to the ECTS value of the course. Use empty fields for additional activities.

